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Introduction

Y 
ou are not alone. We’re all in this together — networked, 
connected, up in the cloud, flying through Wi-Fi and the 

Web, carrying it all in our pockets and purses with handheld 
mobile phones and tablets. 

Enterprise Mobility For Dummies is your guide to app develop-
ment and deployment, content management, and security 
for all the devices on your network that aren’t tied down by 
a power cord and data cable (including laptops,  tablets, and 
smartphones).

The first mobile devices you had to contend with were feature 
phones, pagers, and laptop computers. More recently the first 
smartphones began showing up — some of them authorized 
and some of them rogue devices beyond your control. Still, 
most of your users were plugging into your corporate network 
several times a week, allowing you to run programs to config-
ure, evaluate, maintain, and secure these mobile devices.

Today many more mobile options exist, and some of them 
may never darken the door of your corporate IT domain. In 
fact, take a moment to consider your current network: Do you 
know about every mobile device that is capable of accessing 
your enterprise data and other machines on your network? 
Do you know all the apps, documents, and data on each 
device? What about devices belonging to vendors and tem-
porary contract workers? Are you monitoring and managing 
their remote access? Are there inactive devices languishing 
in drawers and briefcases somewhere? How many of your 
company’s smartphones or tablets are lying on the floors of 
taxicabs right now?

Enterprise mobility concerns go beyond your own employees. 
Increasingly, consumers and others outside your company 
are using mobile devices to gather information about your 
company and products, to interface with sales and manage-
ment personnel, and to purchase products and services.
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Enterprise Mobility For Dummies, 2nd Edition 2
This broad-based network intrusion from a variety of devices 
presents some security issues, but it also provides exciting 
opportunities for better employee and consumer support and 
interaction. With the proper tools and practices you can track 
these mobile devices by type, along with the content used on 
them, and discover a lot about user behaviors, their loyalty or 
preference patterns, and the locations of your consumers.

The key to success in the enterprise mobile arena is active — 
even aggressive — adoption of the technology. Your company 
is going mobile with or without your involvement. In North 
America an estimated 75 percent of the workforce already 
is mobile. Luckily most companies are seeing the potential 
of this trend. A recent IDC study shows that 77 percent of 
U.S. and European businesses supply smartphones to their 
employees, and 49 percent supply tablets to their work-
force. They use these devices as endpoints for a variety of 
mobile solutions designed to increase sales performance and 
improve customer service.

That’s good news. But if you’re not managing these devices 
and how they’re used, you’re opening the door to potential 
data abuse and unwarranted expense. 

About This Book
The whole concept of enterprise mobility is one that concerns 
employees and consumers at every level. Efficient company 
operation requires you to accommodate mobile users while 
monitoring and managing usage to maintain safety and security. 

We don’t explain all aspects of enterprise mobility in this 
short book — we couldn’t possibly squeeze it all in and still 
have room for our rib-tickling jokes and pithy asides. Instead, 
our goal is to provide management and IT professionals 
enough background and direction in mobility issues to help 
you make decisions about including the right technologies 
in your enterprise — mobile hardware, mobile apps, and the 
tools you need to manage it all.
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 Introduction 3

Foolish Assumptions
In writing this book, we’ve made some assumptions about 
you. We assume that you’re

 ✓ In business and enjoy the benefits of being able to stay 
connected and informed while you’re on the move

 ✓ An IT manager, line-of-business manager, or business 
executive who needs to empower employees, connect 
to consumers, and collaborate with partners via mobile 
connections

How This Book Is Organized
Enterprise Mobility For Dummies is divided into six concise 
and information-packed parts. You can dip in and out of this 
book as you like, or read it from cover to cover — it shouldn’t 
take you long!

 ✓ Part I: The Mobile 2.0 World — Here we describe the 
computing environment we’re most concerned with and 
point to some interesting technology and statistics that 
will get you thinking.

 ✓ Part II: Taking Mobile Control — Today’s business 
enterprise succeeds or fails based on the dedicated 
efforts of its team members — and the diverse tools they 
use to do their job and support customers. You need 
some concerted management and control over how 
employees and consumers interact with their mobile 
devices. We begin this discussion in Part II.

 ✓ Part III: Zooming In on Products and Practices — In 
this part, we specify what you need to do to mobilize and 
what solutions you can use to get it done.

 ✓ Part IV: Introducing SAP® Mobile Solutions — SAP is 
a major player in this mobility world. We use some of 
SAP’s tools and products to show you how to start man-
aging your own mobility environment.
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Enterprise Mobility For Dummies, 2nd Edition 4
 ✓ Part V: Gazing into the Mobility Crystal Ball — We’ve 

come a long way in networking, and mobility already is a 
key aspect of it. But you need to keep an eye on some key 
concepts and trends. We present some of these ideas in 
Part V.

 ✓ Part VI: The Part of Tens — This is our chance to 
bundle, into a small package, the top ten (or more) key 
concepts we think you need to keep at the front of your 
mobile mind.

Icons Used in This Book
To make it even easier for you to navigate to the most useful 
information, we use the following icons:

 

The Tip icon draws your attention to time- or money-saving 
advice.

 

The Remember icon highlights important information to bear 
in mind.

 

The Example icon indicates real-life anecdotes to illustrate a 
point.
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Part I

The Mobile 2.0 World
In This Part
▶ Looking at how far networking has come
▶ Identifying where mobility is now
▶ Crunching the numbers on mobility
▶ Seeing how mobility has impacted the lifestyle of today’s worker

M 
obility and networking go together like a horse and 
carriage. You can have networking without mobility 

components, but you can’t have mobility without networking. 
In this part, we look at networking in general and talk about 
the rising mobility enterprise lifestyle. This subject leads into 
a discussion of mobility management and more. 

Reviewing the History  
of Networking

The first data networks had one smart computer and a bunch 
of dumb terminals: simple text displays and keyboards that 
used the brains at the other end of the wire — the network.

Data sharing progressed through several iterations over the 
next few years until network technology and software had 
evolved to the point where just about everything, everywhere, 
was connected. 

Some of these transitions have names. Analysts dubbed the 
rise of laptop or notebook computers — the really sharp rise — 
early in the 21st century Mobile 1.0. The real milestone of 
Mobile 1.0 came in 2008 when, for the first time, sales of laptops 
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Enterprise Mobility For Dummies, 2nd Edition 6
surpassed sales of desktop machines. During the Mobile 1.0 
era, the number of mobile devices with built-in Wi-Fi capability 
grew exponentially, along with the number of virtual private 
network (VPN) software products available for them. Thus, 
mobile users could log into the corporate network anywhere, 
anytime, almost as easily as from inside the office.

 

Take note! We’re on the verge of a similar historic event, 
benchmarking Mobile 2.0 development. A Forrester Research 
forecast predicts that tablet sales will overtake laptop sales 
sometime in 2015. Think of Mobile 1.0 as a time of refine-
ment in the movement of corporate data to mobile devices. 
Mobile 2.0, then, focuses on innovation and transformation, 
particularly in the use of wireless data. Mobile 1.0 was “cool” 
and “fun,” says independent technology industry analyst Jeff 
Kagan, a mobile technology specialist. In a Mobile 2.0 world, 
this is the “way we work and communicate,” he continues.

Today, this increased mobility and device diversity makes 
for efficient business operation and opens the corporate 
doors to a new level of consumer access and communication. 
This could be called the beginning of an Internet of Things as 
we link an ever broader collection of intelligent and mobile 
machinery. At the same time, this new device freedom can 
be a nightmare for IT professionals charged with protecting 
sensitive corporate data and keeping track of all this diverse 
hardware.

Looking at the New  
Mobility Reality

Whether your business has actively embraced network 
mobility or fought the trend with all its might, your network 
is becoming a mobile enterprise. Laptop computers began 
the trend, but the real mobility move started when the first 
employee carried the first smartphone or tablet into work 
and began checking e-mail and running personal apps. 
Technology-based information moved from the world of 
 high-tech gurus to a consumer environment.

For most companies, the next step was to clamp down on 
device diversity in an effort to make IT management’s job 
easier. That worked for a while, but employees’ interest in 
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 Part I: The Mobile 2.0 World 7
the next shiny object — and, in some cases, their blatant dis-
regard for corporate policy — made management by policy 
alone a losing proposition.

Successful enterprise mobility management means under-
standing the benefits and embracing the technology. Luckily 
this attitude is becoming the norm and not the exception. 
More than half the respondents to an IDG survey said they 
have deployed industry-specific mobile apps, and half have 
deployed department-level apps to address mobile computing 
needs in such areas as finance, human resources, sales, and 
field service.

 

Perhaps even more significant is this fact: some 40 percent of 
the companies surveyed by IDG reported providing mobile 
apps to customers to give them actionable access to informa-
tion. Consumer and employee mobile information access also 
is extending to social networking sites to enhance intra- 
company communication and customer support.

The results of these changes in corporate philosophy relative 
to mobile computing are consistently positive. Mobile employ-
ees are happier and more productive, which is good for the 
company. Together these changes are offering consumers a 
connection to specific brands and corporate identity never 
before possible, and at a lower cost.

Managing mobility correctly means distributing key corpo-
rate data to the field, where employees can access it more 
easily and efficiently. Although proper mobility management 
requires investment on the part of the company, if employees 
are permitted to choose and carry their own devices, the com-
pany saves on hardware costs, and support for the customer 
connection enhances sales and support.

Browsing Mobility Statistics
To further put the growth of mobility into perspective, con-
sider the following statistics:

 ✓ Some 6 billion mobile cellular subscriptions and 1.2 bil-
lion broadband subscriptions are active worldwide — 
there are only 1.2 billion fixed telephone lines (source: 
mobiThinking).
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 ✓ IDC predicts a greater than 60 percent increase in tablet 

shipments by 2016, to 283 million units.

 ✓ Computerworld reported in 2008 that notebook PCs were 
outselling desktop machines. Today, according to IDC, 
tablets outsell desktops, and tablet sales will surpass lap-
tops in 2014.

 ✓ IDC believes worldwide mobile workers will number 
1.3 billion by 2015 — that would be 37.2 percent of the 
total workforce.

 ✓ Mobile devices are used more often than personal com-
puters to access the Internet, according to a 2012 report 
from Morgan Stanley, as reported in The Economist.

 ✓ Apple Computer reports that mobile users have down-
loaded 40 billion apps through 2012 — nearly half that 
total occurred during 2012! Downloads passed the 50 bil-
lion mark early in Q2 2013.

 ✓ An estimated 1.8 million apps are available for the popu-
lar mobile OS platforms: iPhone, Android, Windows, 
Symbian, and BlackBerry.

 ✓ 30 percent of U.S. consumers interact with a brand via 
text messaging (source: Ez Texting).

 ✓ Over 50 percent of workers choose to use their own 
mobile devices to make work-related phone calls accord-
ing to a Forrester Research survey. Moreover, Gartner 
predicts 50 percent of companies will require employees 
to provide their own smartphone by 2017.

 ✓ 48 percent of workers use their own mobile devices for 
job-related tasks, according to an IDG Global Solutions 
survey.

 ✓ 80 percent of workers use their own mobile devices to 
search the Internet or an intranet to access work-related 
information, reports McKinsey & Company from a 2012 
employee survey.

 

Already up to 70 percent of enterprise data exists in various 
mobile settings, from laptops to smartphones to retail and 
remote office environments. Today’s mobile phones and tab-
lets are powerful enough to run a countless number of busi-
ness apps. Remote processing coupled with high-speed Wi-Fi 
data access from corporate servers means a highly efficient, 
productive computer environment.
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 Part I: The Mobile 2.0 World 9
A not-so-new trend is growing: BYOD (Bring Your Own 
Device). An estimated 75 percent of employees in high-growth 
markets bring their own mobile devices for use at work. The 
number is about 44 percent in developed markets. Most com-
panies recognize that BYOD may help employee productiv-
ity and morale, but potential security issues exist. Research 
shows that only about 12 percent of employees have signed 
any kind of usage or security agreement with respect to their 
personal devices (Wikipedia).

 

Analysts expect BYOD to grow, so now is the time to embrace 
the trend and establish a firm corporate policy for personal 
device use and management.

Considering the Mobile Lifestyle
This rapid trend toward corporate network mobility is chang-
ing the workplace, including employees’ lifestyles and business 
operations. This consumerization of information technology 
has decentralized the design, purchase, and management of IT 
equipment and services. Department-level — and sometimes 
even individual-level — IT decisions are made that potentially 
affect employees and customers corporation-wide.

Mobile technology can enhance business operations in many 
ways:

 ✓ An information worker can use a personal device to access 
enterprise e-mail and apps when outside the office.

 ✓ A salesperson can use a handheld device to get a cus-
tomer to sign for samples received.

 ✓ A potential customer can get product information via 
text message directly from a sales representative.

 ✓ Company- and product-specific apps — such as a shop-
ping list — allow consumers direct, efficient access to 
products and services.

 ✓ A police officer with a tablet in her vehicle can access a 
database of criminal information while on patrol.

 ✓ A utility can notify customers in specific neighborhoods 
during power outages, telling them when the problem 
will be repaired.
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 ✓ Large retail organizations can deploy mobile cash regis-

ters so every sales associate can process transactions, 
eliminating the cash register checkout line.

 ✓ A health worker can have up-to-date patient information, 
whether in the hospital or while visiting the patient at 
home.

Such advantages to mobile computing are real today, and 
they’re becoming more common.

In the early part of the 21st century, however, disagree-
ments over mobile device management sometimes developed 
between employees and the IT staff. IT managers, attempting 
to limit exposure to potential data loss, closed the security 
gate tighter and tighter on all mobile devices. Even though 
employees may have understood the need for security, they 
strongly resisted the loss of personal control of their lap-
tops and phones. Their typical attitude was, “I understand 
the need for security, but I still have to get my job done, and 
you’re slowing me down.”

Unlike the early days of corporate computing, today more (if 
not most) employees are computer savvy, and they expect to 
manipulate and manage their own computers — even if the 
company provides the device for them. When an employee’s 
primary office tool is locked down so tightly that he can 
access only sanctioned apps and procedures, he’s likely to be 
frustrated. As corporate computing moves away from conven-
tional computers to very personal smartphones and tablets, 
this employee attitude becomes more pronounced.

 

Increasingly, enterprises are embracing the consumerization of 
IT trend and unwiring themselves. Mobility is quickly becom-
ing a way of business life as mobile devices become the pre-
ferred interaction point to send information and apps to any 
device — anytime, anywhere. The BYOD concept is becoming 
more broadly accepted and companies are developing apps 
and procedures to help manage the change.

This transition was inevitable. As employees chose and 
bought their own mobile devices, and work was increasingly 
conducted outside the office, work life and personal life — 
at least in terms of lifestyle — began to merge. The same 
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 Part I: The Mobile 2.0 World 11
smartphone or tablet you use to download grocery store 
coupons, top off your parking meter, order or record a movie 
at home, check your bank balance, or pay bills is also the 
one you use to contact the office, view and edit documents, 
research markets, interface with clients, view corporate-level 
analytic reports, and prospect for leads.

This consumerization of IT can free department managers, 
empower employees, and enhance customer interaction, but 
it also can strain internal company relations if not managed 
properly.

Proven benefits of corporations embracing broad-based 
mobility include the following:

 ✓ Fast return on existing IT investment.

 ✓ Increased employee productivity.

 ✓ Better customer service and customer retention. Direct 
customer communication enhances customer loyalty.

 ✓ The desire to interact directly with the customer and 
other stakeholders.

 ✓ The ability to attract the best talent from universities 
and colleges. New, young workers already are mobile and 
they expect nothing less from their employer.

 ✓ Increased reliance on mobile task and information  
workers — in effect, distributing the workforce.

 

Think about this: With new and broadly distributed operating 
systems such as iOS and Android, coupled with more power-
ful handheld and tablet devices, new products are hitting the 
market nearly every month. A corporation that tries to estab-
lish a single standard for employee devices will be forever 
behind the technology curve. Providing every employee with 
the latest mobile device is simply too costly and time con-
suming. Individuals, on the other hand, can and will upgrade 
and change their personal gadget almost as soon as the next 
one is available. Supporting this trend — and learning how 
to manage disparate devices across the enterprise — is cost 
effective for the company and empowering for employees.
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And, as you involve your customers in this trend — support-
ing them with apps and direct access to the people and infor-
mation they need — the benefits drop directly to the bottom 
line.

In the next part we introduce mobile management concepts 
and present some of the foundational advantages of embrac-
ing mobile developments in your company. 
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Part II

Taking Mobile Control
In This Part
▶ Identifying the benefits of mobility
▶ Introducing mobile strategy planning

I 
n the unwired enterprise, mobile is the new desktop. It 
connects the boardroom to the shop floor to the consumer 

across the entire supply chain. It empowers people and the 
companies that employ them. It changes our culture — the 
way we work and interact with our customers.

Enterprise mobility is a phenomenon that transcends all bor-
ders in the workplace; it’s how and where we make decisions 
and collaborate.

That’s the good news. There could be bad news for the enter-
prise, however, if this new technology and employee freedom 
aren’t managed properly.

In this part, we explain the need for mobility management and 
security, and we introduce the concept of a mobile app devel-
opment platform.

Embracing the Mobility Trend
The benefits of going mobile are numerous, but the following are 
reason enough for any company to embrace the mobility trend:

 ✓ Increased return on investment (ROI)

 ✓ Improved employee satisfaction

 ✓ Increased customer satisfaction and retention

We cover all these subjects in the following sections.
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Getting a return on  
your investment
Every company seeks to earn the most income from the funds 
it invests. A direct return on investment isn’t always possible, 
of course, and some necessary corporate investments may be 
difficult to evaluate. Encouraging, supporting, and directing an 
enterprise-wide move toward more mobility can provide rapid 
and measurable positive returns.

One reason for this ROI is improved productivity. Employees 
who must wait to make a management decision until they 
return to the office or start up a laptop simply aren’t as effi-
cient as those who can do it anytime, anywhere, from a hand-
held device.

 

As mobile usage grows, both within and outside your com-
pany, your customers and potential customers acquire fast, 
direct access to the people and information they need in order 
to make purchase decisions or get support. This access makes 
the sales cycle more efficient and enhances consumer loyalty.

Think about how your own tasks and those of your co-workers  
and folks you manage may go differently with and without 
efficient mobile connections. The productivity benefits of 
corporate-directed mobility include the following:

 ✓ Increased customer and business partner satisfaction

 ✓ Reduced sales cycles

 ✓ Streamlined workflow with added visibility

 ✓ Increased productivity and efficiencies

 ✓ Reduced operational costs

 ✓ Improved data collection and accuracy

Considering employee satisfaction
Work life is hard enough without employees feeling they 
lose their personal freedom when they come to work. Your 
handheld — whether smartphone or tablet — has become an 
integral part of who you are, what you do, and how you do it. 
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 Part II: Taking Mobile Control 15
It’s your personal link to friends and family — life beyond the 
job — as well your corporate productivity tool.

 

Why do companies select mobile solutions from SAP? A 
Global 500 beverage company purchased mobile solutions 
from SAP for completeness of solution (Mobile Application 
Development Platform, Mobile Device Management, SAP and 
partner apps), current and future mobile apps portfolio, scal-
ability, time to value, and ability to build custom apps.

To achieve maximum gains, companies need to loosen the 
reins on employee device selection. It’s that shiny object 
thing, again.

“To reap the greatest advantage from mobility, organiza-
tions need to reach beyond productivity enhancement,” says 
Sanjay J. Poonen, President and Corporate Officer, SAP Global 
Solutions. SAP customers use the company’s technology “to 
actually transform processes, experiences, and transactions 
at the very heart of their businesses,” Poonen continues. 
“These applications improve customer engagement and 
create a tight feedback loop that leads to better decisions in 
less time.”

Companies are finding real benefits to adopting a broad 
mobile policy in spite of all the disparate platforms, operating 
systems, and user interfaces in the hands of customers and 
employees.

Reviewing the consumer side
The new enterprise mobility trend is interesting from a 
number of standpoints, but two concepts stand out. First, 
consider why mobile computing burst so suddenly into the 
corporate world. The quick rise of technology is one reason, 
of course, but it entered your company through a consumer 
channel. As customers were freed from the computer desk, 
their desire for — and their ability to get — quicker, faster, 
anywhere access to product information and sales channels 
naturally pushed companies in that direction.

Moreover, your employees’ affinity for that same technology 
quickly moved corporate IT from a centralized, closely man-
aged service, to a consumer product within the enterprise. 
Employees gave customers — and each other — their mobile 
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phone numbers for quicker, more direct communication, even 
if theirs were not sanctioned corporate devices.

The rest, as they tritely say, is history. Today successful com-
panies embrace customer and employee mobility because of 
the huge benefits it brings.

Assessing Mobility Opportunities
Unless you’ve been asleep or out of this world for the past few 
years, you’ve already seen some of the corporate benefits of 
the new mobility trend. On the other hand, if you’re like most 
of us, you’ve got plenty to do every day without taking time to 
study every aspect of the next new something.

That’s okay. In this section we summarize some of the key 
aspects of today’s mobile movement that provide you an 
unprecedented opportunity for better customer relations, 
improved employee satisfaction, and more sales.

Looking at mobile apps

 

Lighter, smaller, more powerful hardware has provided a 
platform for millions of software applications. Even very small 
handheld devices today are capable of running powerful con-
sumer and corporate apps for data mining and manipulation, 
analysis, communication, and more. Understanding major app 
categories can help you envision current and future opportu-
nities for your company.

Mobile devices use two broad classes of apps:

 ✓ Self-contained or standalone apps

 ✓ Front-end or connected apps that provide interface to 
one or more hosted applications at your company or a 
third-party service company

Examples of standalone apps include contacts lists, document 
viewers, text editors, spreadsheets, calculators, voice record-
ers, photo editors, and games. (Come on! Even in a serious 
discussion of business applications we have to include games. 
You never play mobile games? Right!)
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Interestingly, in today’s connected environment, even stand-
alone apps frequently have some form of link to something, 
somewhere. Your mobile phone contacts list probably syncs 
to your desktop or tablet, for example. Your photo editor may 
store pictures in a cloud file so you can access them from 
other devices and share with friends. The same is true of 
documents, spreadsheets, and other supposedly local docu-
ments. Even games can be multi-user online, or they may 
share your success to compare with other players.

A truly connected app in this context offers real-time access to a 
corporate database of customer records, inventory, sales infor-
mation, HR data, and the like. SAP BusinessObjects™ Mobile 
software, for example, gives mobile users direct, real-time 
access to business intelligence (BI) reports, metrics, and other 
right-time information. Consider the SAP CRM Sales mobile app 
in this connected environment. This app provides sales collabo-
ration, planning, quote preparation, and order management in 
your hand, anywhere. 

 

Overall, SAP and SAP partners offer hundreds of mobile apps 
for a variety of business services that work alone, as collabora-
tion tools, or with server-based applications to help make mobile 
life easier and more productive. You can find them through 
device- specific online stores or at store.sap.com/mobile.

In addition to the two broad classifications we’ve mentioned, you 
can think of mobile apps in at least four additional categories:

 ✓ Line of business: Apps that address a specific business 
type or department function. Examples include finance, 
human resources, information technology, manufactur-
ing, sales, and service.

 ✓ Industry: Apps that fit into a broader classification, such 
as aerospace and defense, automotive, banking, health-
care, insurance, media, or utilities.

 ✓ Analytics: Apps that support general business intel-
ligence (BI) or sales analysis, invoice management, and 
other data-specific study.

 ✓ Consumer: Apps consumers can use to research 
your products and services or purchase them. Also, 
consumer-focused business apps that help understand 
consumer trends, support consumer needs, or enhance 
business-to-consumer interaction.

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.

http://store.sap.com/mobile


Enterprise Mobility For Dummies, 2nd Edition 18
One more app slice to consider: mobile platforms. Mobile 
apps are written for specific operating environments, includ-
ing iOS, Android, BlackBerry, Windows 8, Windows Phone, 
and others. In our BYOD world you may need to support more 
than one mobile platform among employees and customers. 
As you plan your corporate mobility strategy — including 
the backend systems that support it — make sure the proper 
mobile apps are available for the platforms you need to 
 support.

Looking at mobile commerce
Mobile platforms have expanded corporate access to consum-
ers and broadened the consumer experience to enable direct 
access to sales representatives. Today’s extreme mobility 
also has sparked direct purchases of products and services — 
sometimes tied directly to a physical location, and sometimes 
location independent.

 

Retailers are developing store- and product-specific apps that 
guide customers efficiently through their facility. Customers 
can enter a shopping list, activate it when they enter the store, 
and find what they need easily with one pass down the aisles.

Customers can use a Web browser to purchase from your 
online site, of course, but a company- or product-specific 
app can make the shopping experience easier, and provide 
your company with valuable consumer information: browsing 
habits, shopping and product preferences, average purchase 
amounts, and other valuable customer insights.

To get the most from mobile commerce, you need to make it 
easy for consumers. One important step in this direction is cre-
ating custom mobile apps that provide direct, easy access to 
your product information and that support online purchasing.

 

Refer to Part IV of this book for information on acquiring and 
developing mobile apps.

After developing an app, you need to promote it, and make it 
easy for consumers to download and install. The good news is 
that today’s mobile environment has facilities in place to help.
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For example, the SAP Store for mobile apps is an “enterprise 
ready” app store that allows customers to discover, down-
load, evaluate and buy mobile apps from SAP and the SAP 
ecosystem and partners. The SAP Store offers the ease of use 
and familiarity of a consumer app store while addressing the 
unique needs of enterprise customers.

The store hosts hundreds of apps from SAP and SAP partners 
for iOS, Android, and other major devices. You can also down-
load these apps directly from a device-specific store (Apple’s 
App Store, for example), but when you use the SAP Store 
you have access to technical and video content to help you 
choose apps.

The SAP Store technology also is being migrated to partner 
companies to help them provide company-specific apps to 
employees and their customers. Such stores congregate busi-
ness apps on a site so you don’t have to sift through apps 
unrelated to your real business need. Such corporate stores 
enhance the consumerization of IT trend, already well under-
way, by giving employees direct access to a supply channel 
for the apps they need.

SAP offers some mobile apps free, and all include a free trial 
period for evaluation prior to purchase. You can review 
SAP Store offerings for iOS at the SAP Store in iTunes and 
for Android devices in Google Play, and via web browser at 
store.sap.com/mobile.

Mobile security
It should go without saying — but we’ll say it anyway — if 
you’re going to take advantage of all the opportunities our 
new mobility offers, you need a plan for securing it. In general 
you need to consider mobile management at three levels:

 ✓ Device security

 ✓ App security

 ✓ Content security
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Mobile security involves more than just usernames and pass-
words. Consider also procedures and applications that will 
wipe corporate data from a lost device, or secure a device 
that hasn’t communicated with your network after a specific 
period of time.

 

Because virtually all the members of your workforce are using 
some kind of mobile device today, they’re accessing corpo-
rate data and storing business information such as phone 
numbers and passwords. You can’t let that information fall 
into the wrong hands. Want to hear a scary statistic? Mobile 
security firm Lookout says that, on average, smartphone 
users lose their mobile device once a year, at an estimated 
cost of over $30 billion in the U.S. alone. So protect your data!

The first step in device security is the establishment of well-
planned, easy-to-understand procedures for mobile device 
users. Your policies should take into account what workers 
are doing with their devices so you understand the exposure 
levels of each segment of your employee population. In addi-
tion, write the policy, distribute it, and review and update it 
periodically. Recent analyst research shows that a properly 
implemented mobile strategy results in higher adoption rates 
and a 71 percent lower cost. You have to keep the strategy 
current to implement it properly.

Mobile application management involves the delivery and 
administration of enterprise software to end users’ corporate 
and personal smartphones and tablets. An important compo-
nent of this involves securing enterprise information at the 
app level to provide an even greater level of security. This 
can be done by applying a management layer to a mobile app, 
without requiring any changes to the underlying app.

Finally, don’t neglect to secure your content. Users find it 
extremely easy today to place corporate documents — even 
highly sensitive or even classified documents — on their 
mobile devices. Because it is easy, they’re doing it! In most 
cases they don’t mean to breach corporate security policies, 
they’re just trying to do their jobs in an efficient, convenient 
manner. Whatever the reason, companies need mobile con-
tent policies for both personal business content and corpo-
rate content and the wherewithal to enforce them.

 

Whether you’re developing your own apps or relying on a 
third-party supplier such as SAP, make sure app development 
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uses a mobile app development platform (MADP) that sup-
ports flexible, easily updated systems.

Reviewing MADP
Without proper planning and in the absence of a flexible 
development environment, you’re likely to find your company 
in a quagmire of redundant, often-modified apps in a constant 
redevelopment cycle. You have multiple versions of the same 
app, and they all have to be updated and maintained.

Figure 2-1 shows you the problem with adopting mobile 
apps piecemeal. Some organizations start with a pilot pro-
gram or a department-by-department implementation. These 
approaches can quickly lead to an unmanageable situation 
because every device or app has its own configuration and 
management tools.

Figure 2-1: Multiple independent apps
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You’re better off deciding early to support an agnostic mobil-
ity strategy and to design, manage, and deploy mobile apps 
via an MADP. A platform strategy allows an organization to 
plan for its mobility holistically, so that all devices (even new 
over the horizon technology) can be managed from one con-
sole using one set of management tools. A platform strategy is 
essential for maintaining control over a mobile environment 
with many device types and diverse security requirements.

An MADP approach to mobile app development

 ✓ Supports major mobile device types

 ✓ Connects mobile devices to back-end data sources and 
applications

 ✓ Offers one console with integrated app  management

Such a development platform connects many back-end appli-
cations and data to virtually any mobile device and presents 
a single management console to keep it working. In this 
approach, you develop mobile app logic once, and the plat-
form can interface with any mobile device in your enterprise 
(see Figure 2-2). The resultant development, deployment, and 
maintenance structure is a lot simpler.

If you think a piecemeal approach costs less, just wait until 
your employee demands and device diversity grow. Adopting 
a development platform at an early stage does require a larger 
initial investment, but in the long run you avoid app creep and 
cost explosion.

Internet of Things
Mobile devices are enhancing the human experience, cer-
tainly. Less obvious, perhaps, is the rise in background func-
tions, where mobile devices interact directly with each other, 
with desktop computers or servers, and with other devices. 
This machine-to-machine (M2M) technology can connect cars, 
homes, heart sensors, and other equipment and devices to 
provider networks for better service and increased revenue.
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Figure 2-2: MADP development and deployment

You’ve seen and probably understand firsthand the rise in 
handheld technology coupled with lowering cost. Similar 
advances have been occurring in sensors, processors, and 
wireless connectivity, providing a rich environment for M2M 
development. Analysts say there may be one or two billion 
devices connected today; by 2020, they predict, that number 
will be 20 billion or more, producing nearly a trillion dollars in 
revenue.

 

M2M can enhance existing technologies and processes, such 
as heart monitoring, fleet or personnel tracking, and engine 
or machine operational analysis. As companies develop more 
experience and as standards evolve, the real M2M potential 
likely will emerge in totally new apps or extreme enhance-
ments of existing ones.
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Smart vending apps enable a company’s vending machine 
network to communicate with mobile phones via near field 
communication (NFC) for billing and targeted marketing. 
Purchase information is shared through a cloud connection 
to mobile or desktop devices to provide real-time inventory, 
sales trends, and other critical information.

As you struggle with mobile strategy and management, don’t 
neglect the possibilities of incorporating some aspects of 
M2M technology now or in the future.

Considering mobile services
In the realm of connected mobile apps, companies such as 
SAP offer networking and other mobile services to clients. 
SAP segregates its mobile services into two broad service 
segments: operators and enterprises. Both segments are 
designed to provide enhanced connectivity services.

Operator services include a variety of options for SMS, global 
data roaming, voice transport, and other messaging among 
subscribers across technically disparate and geographically 
dispersed networks. The company claims connections to 
more than 980 operators that reach 5.8 billion mobile sub-
scribers in 210 countries.

 

A mobile-messaging, cloud-platform company uses mobile 
services from SAP to support enhanced, real-time SMS com-
munications. Customers can exchange SMS messages across a 
full range of IP-enabled devices including iPad and iPod touch, 
e-readers, digital TVs, Blu-ray players, desktops, laptops, and 
even video game systems. 

At the enterprise level, mobile services from SAP include push, 
SMS, and MMS messaging to a targeted customer audience 
worldwide. Customer engagement services help drive brand 
awareness, sales, loyalty programs, and customer insight.

Such mobile services, incorporated as your mobility strategy 
and mobile network evolve, can add significant value to your 
existing infrastructure.

In the next part, we discuss how some specific management 
and development products can fit into your overall mobility 
deployment and support plans. 
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Part III

Zooming In on Products  
and Practices

In This Part
▶ Developing a joint business-IT mobile strategy
▶ Managing all the components of a mobile enterprise
▶ Thinking beyond devices and apps
▶ Working with a trusted mobility advisor

A 
 successful enterprise mobile environment needs at its 
foundation a well-developed strategy based on a firm 

understanding of employee and consumer needs and that 
addresses business level and IT concerns. It must include pol-
icies, procedures, hardware, and software to manage mobile 
devices, apps, and content. And it must support mobile app 
development (or acquisition) and deployment.

This part explains how to accomplish these tasks.

Partnering for Success: 
Developing a Joint Strategy

Bring IT and business units together to collaborate on your 
mobile management strategy. Shared planning and shared 
budget between IT and business motivates cooperation. The 
traditional business defines or requests and IT designs and 
implements approach is too time consuming today when 
mobile technology and practices are changing so rapidly.
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How can you enable such an agile strategy development meth-
odology? “The answer is simple: ask,” says SAP’s Stephen 
Csuka, North America vice president, Enterprise Mobility. You 
should acknowledge the “consumerization of IT and solicit 
their help,” he continues.

With business and IT working together, write down in detail 
your device management policy. Decide, for example, which 
mobile devices you will support, whether employees may use 
their own smartphones or tablets, how you will track devices 
and apps, and your approach to security. Make sure at least 
your key managers understand the direction you’re taking, and 
devise a schedule for publishing the plan and for employee 
enablement. These two steps are key to successful mobility 
deployment and management. If you and all employees know 
where you’re trying to go and why, getting there is easier.

 

Consider a centralized document management system for 
your policy distribution and other file maintenance. These 
systems track document versions, record details on changes, 
and help you manage distribution.

Finally, choose the hardware and software tools you need to 
achieve your goals and execute your plan. Do you need addi-
tional servers for app deployment and security management, 
for example? What about backup and redundancy concerns?

In general, your mobility planning should

 ✓ Support a range of back-end systems: Plan to mobilize a 
variety of back-end systems including databases, legacy 
systems, applications, and web services.

 ✓ Support a range of mobile devices: Include support for 
multiple mobile smartphone and tablet device form fac-
tors in your plans. Understand hardware platforms and 
operating system issues intimately as you implement 
your strategy.

 ✓ Assess your resources: Evaluate your organization’s 
 current and desired infrastructure, as well as in-house 
developer talent.

 ✓ Define app priorities: Define the types of apps your orga-
nization and ecosystem need and prioritize them.
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 ✓ Strategize for success: Determine app needs and wants, 

and then begin with one that will provide immediate 
return on investment (ROI) for internal success and sup-
port.

 ✓ Build a mobile enterprise: Deploy apps that connect 
employees, consumers, and partners to conduct better 
business.

Managing Beyond  
the Mobile Device

An enterprise mobility management strategy should start with 
plans for managing the physical devices, and then move very 
quickly to managing the apps that run on them, and the docu-
ments and other content stored there.

Securing devices
Mobile device management is the practice of managing at the 
device level, yet goes beyond simply locking down devices 
and calling them secure.

As you develop a plan, think about these issues:

 ✓ How many devices are in your mobile enterprise

 ✓ What apps are on each device

 ✓ Who owns the devices

 ✓ Whether each device security profile is up to date

 ✓ What OS version is on each device

 ✓ Where each device is located right now

 

A mobile device management system will automate much of 
the manual labor of tracking mobile devices, updating device 
configuration, and managing ownership records and security. 
An automated system is more accurate and allows you to sup-
port more devices and more users than a manual system can 
handle. Today’s cloud environment adds another level of data 
security and data sharing ability.
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Without appropriate security, mobile devices are extremely 
vulnerable to security gaps. The risk of intrusion is high. 

 

Mobile solutions from SAP can have a positive impact on 
your business. “With mobile solutions from SAP, we will have 
a secure mobile infrastructure that is device agnostic,” says 
the chief technology officer of a small business consumer 
products company. “We will be ‘gamifying the enterprise’ to 
shorten user adoption as well as change management and 
increase collaboration, which will have a positive impact on 
our business in general.”

Without an automated system, security controls are incon-
sistent and often unenforceable. Whether they fear hackers, 
viruses, corrupted data, or lost or stolen devices, enterprises 
have plenty to be concerned about.

 

The British publication The Guardian reported in April 2013 
that staff of the BBC lost £750,000 (about $1.2 million) worth 
of lost or stolen electronic devices in just three years. Losses 
include 399 laptops, 347 mobile phones, and 39 tablets. The 
total includes corporate-owned and personal devices. Annual 
laptop losses nearly tripled in three years, according to the 
report.

One concern is the nature of the losses. News outlets around 
the world report that an increasing number of robberies and 
thefts are of mobile devices. Thieves are grabbing phones 
away from people while they’re using them, or demanding 
them at gunpoint. These are not casual thefts; these devices 
are stolen to provide the perpetrator access to valuable per-
sonal and financial information. In addition, the hardware 
itself may be worth $300 to $500 on the black market.

Additionally, regulations regarding data privacy and encryption 
are becoming stricter and can result in fines for noncompliance.

 

Recent industry surveys show that 54 percent of companies 
have experienced at least one security breach in the past year.

IT and security experts must manage and protect sensitive 
information and enforce compliance centrally, instead of leav-
ing the burden of security to the mobile device end-user.

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



 Part III: Zooming In on Products and Practices 29

 

Security will always be an issue — and the risk is even greater 
on mobile devices. The Australian Mobile Telecommunications 
Association (AMTA) reports that, every year in Australia, more 
than 200,000 mobile phones are reported lost or stolen. This 
equates to 4,000 each week, or one mobile phone handset 
every three minutes.

A centralized, automated system also supports app tracking, 
development, and deployment.

Securing mobile apps
Mobile app management also is basically a matter of good 
data management. When it comes to managing mobile apps, 
you need to track the following:

 ✓ What software and version are installed on each device?

 ✓ Is the software company supported or sanctioned?

 ✓ Does the application meet our security standards?

 ✓ How many software licenses are in the mobile enterprise?

 ✓ How is each app supported (your own support center or 
a third-party software supplier)?

Central control of the devices in your mobile enterprise lets 
you maintain a wide range of software and hardware settings, 
including device identification, network settings, connection 
profiles, regional settings, and alerts.

 

Companies choose SAP to be device agnostic and adapt to 
business changes easily. “We expect to be able to enable 
mobile business processes while easily supporting different 
device types and adjusting to changing requirements with 
mobile solutions from SAP,” says an IT professional with a 
Global 500 chemical company.

Mobile application management enables administrators to 
remotely install, update, remove, audit, and monitor software 
programs installed on smartphones and tablets. Mobile apps 
introduce unique challenges which may vary based on device 
type, OS, and ownership. Mobile application management 
addresses these challenges by focusing on software delivery, 
licensing, configuration, maintenance, usage tracking, and 
policy enforcement. Mobile app security allows companies to 
include additional security policies at the app level. 
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In a corporate environment, software licenses, software 
updates, and hardware maintenance packages often are sold 
in bundles. The company pays a fixed fee for a set number 
of installs. In a growing company, tracking the number of 
licenses outstanding is imperative. An app management 
system can track this information for you. It can even let you 
know when a particular device hasn’t accessed a licensed 
product in a long period of time; this may indicate that the 
license assigned to that device could be moved to another 
device instead.

Obviously, you want to control the content and apps installed 
on all your mobile devices. A management system can manage 
whitelists or blacklists of apps — those you do and do not 
want employees using.

 

Stolen and lost cell phones cost American consumers $30 bil-
lion or more annually, estimates Kevin Mahaffey, co-founder 
of Lookout, a mobile security firm. “Right now the incentive is 
to steal, and that’s creating huge losses,” he said in an article 
in Huff Post Tech in October 2012. “Thieves know that carry-
ing a smartphone is like carrying $500 in your hands.”

You can manage general device configurations from a central 
location as well. An over-the-air connection obviates the need 
for manual configuration of remote devices.

Part of app and mobile content management is knowing who’s 
using what, how they’re using it, and whether it’s doing the job 
for which it was designed. SAP uses approaches like design 
thinking to understand users’ needs and map these needs to 
features in software solutions. Despite app testing procedures 
prior to deployment, some tweaking and changes is always 
required. Although user questionnaires and feedback forms 
can identify some issues, automated data gathering is easier 
and more accurate. If workers aren’t using the systems you 
have deployed in the way you expected, you need to  
know why.

In addition to managing and securing mobile apps, a complete 
mobility management system can aid app development by 
helping you support multiple mobile platforms and manage 
deployment.
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Securing mobile content
As the workforce becomes more mobile, employees tend to 
work in more remote locations. As the work moves out of the 
office, documents, data files, customer records, and other cor-
porate information move with it. This often includes both per-
sonal business documents and corporate content that exists 
in enterprise content management systems.

Companies that want to foster workplace efficiency and 
employee satisfaction support this move, but in a controlled 
environment. Contrary to some initial opinions on the topic, 
managed content actually is easier to share than the ad hoc 
methods that evolve without a plan.

Content management involves data security, location track-
ing, version tracking, and support for group collaboration. 
Part of data security, of course, is device security. (See the 
device management section earlier in this part.) Beyond that, 
data is secured through

 ✓ Encryption during transfer and when centrally stored.

 ✓ Authentication of users through identity management 
and role or group assignments.

 ✓ Access rights assigned to each file or document by 
 classification and action. For example, a document 
 classified as customer may have only a view action, or 
other restrictions.

Moreover, a content management system should be able to 
track and report on usage — who accessed what document, 
when, and where. It should support data loss prevention so 
that information can be remotely removed from devices that 
may be lost or stolen, when employees are terminated, or 
when the information expires. For this reason, personal and 
business data needs to be segregated.

Finally, the need for tight security and tracking, content 
management should support — not interfere with — group 
collaboration. Teams should be able to conduct group review 
and edits, and all members should have access to the latest 
versions of files.
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As you design your content management strategy, some of 
the same issues and considerations discussed with device 
management apply. SAP offers content management tools and 
services to help with this process.

Customizing and Building 
Mobile Apps

Mobile app development has two basic approaches: point solu-
tions and a mobile application development platform (MADP).

Most companies likely start development in a point solutions 
program, where a company acquires or writes a single app 
to support a single mobile operating system. After the single 
app is online, of course, the company or the user community 
quickly identifies more app requirements. Plus, users begin 
pushing for broader device support.

The point solutions development plan can continue for a 
while, but industry research shows that when you’ve passed 
three mobile apps, you’re supporting more than 150 users, 
or you’re managing even as few as two apps for two years, 
moving to MADP development is more cost effective. Also, 
look for costs to rise significantly in a point solutions devel-
opment environment when you’re supporting more than two 
mobile operating systems.

Also consider the following issues:

 ✓ Can you predict accurately how quickly your organiza-
tion may pass one of these decision points?

 ✓ Do productivity issues exist (the benefits of a broadly 
enabled mobile enterprise environment) that could sug-
gest an earlier adoption of MADP development?

 ✓ Can you afford the investment in an MADP system today, 
even if the immediate costs seem higher?

Chances are, when you spread the cost over the lifetime of 
your enterprise, the cost savings will be obvious. You’ve just 
front-loaded some of the expense.
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An MADP development environment supports on-premises 
or cloud-based apps that concentrate on the end user experi-
ence, so you don’t have to deal with low-level code or have 
to customize for each hardware or OS platform. Thus, devel-
opment times are reduced and changes or updates are less 
troublesome.

Whether you acquire apps or develop them in-house, you 
also need a coordinated, centralized system for managing app 
deployment.

Deploying Mobile Apps
Some of the same issues you confront during app development 
affect your mobile app deployment strategy. In the beginning, 
you probably can support some number of devices with one or 
two apps. However, maintaining adequate security, managing 
software versions, tracking licenses, and commissioning and 
decommissioning devices becomes cumbersome and expen-
sive as the number of apps and the user base grow.

An MADP can help you leverage software and data facilities 
you already have for deployment to multiple device types.

A truly functional app management suite can handle the initial 
deployment, but it also can update and maintain the apps auto-
matically over the air. In other words, workers shouldn’t ever 
have to bring their laptops, tablets, or smartphones into the 
office to have the most current software installed. Nor should 
your IT staff have to monitor these devices. After the param-
eters are installed onto a management system, the maintenance 
process should be virtually automatic.

When you have in place the monitoring and over-the-air 
update capability, other possibilities exist. Document files can 
be delivered securely to frontline workers using a forced or 
subscription model. Document owners have control over con-
tent and can add, delete, or update content so that out-of-date 
documents in the field are replaced automatically.

You can update file-based information from any source and 
format, including HTML, database files, documents, and other 
electronic content. Techniques used to replace or update a 
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segment of a file rather than the whole file can provide signifi-
cant efficiencies and cost savings.

By this point in your examination of mobility management, 
you have a clear picture of some of the advantages of plan-
ning, employee involvement, cross-departmental cooperation, 
and training. A plan for centralized and automated manage-
ment of device security, app management, and app deploy-
ment is the way to go.

Staying Ahead of the  
Technology Curve

In case you haven’t noticed, technology at virtually every 
level is developing rapidly, and the rising point is mobile 
technology. If you’re like most of us, you have your hands full 
managing day-to-day business operations — product develop-
ment, sales, customer relations, or simply putting out fires to 
keep your business moving.

That’s why we recommend that you align your enterprise 
and its key players with a trusted advisor and ecosystem of 
enabled partners whose job it is to watch technology trends. 
A vendor/partner such as SAP can keep you apprised of 
the next new mobile thing and help you decide if, or how, 
to incorporate it into your operations. In addition, the SAP 
Mobile Apps Partner program gives you full support for 
mobile app development, collaboration with a developer 
 community, and a venue to showcase your solutions in an 
online app store.

Consider how the Internet of Things — device-to-device  
communication — could directly impact your IT, sales, 
and customer relations efforts. Mobile technology has linked 
with cloud technology, but the real development push in this 
area is just beginning. And, where mobile devices once were 
rather limited in power and storage, today they are empower-
ing users to access, store, and analyze huge amounts of data.
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The Gartner Group has identified what it calls “The Nexus 
of Forces,” a combination of mobile and cloud technology, 
social media, and information. As these forces merge ever 
tighter, companies must address aggressively each Nexus 
component — and the strategy as a whole — to gain and 
keep market share, and maintain enterprise and employee 
 efficiency.

In the next part, we look at some specific products you can 
use to achieve a successful mobile environment and keep it 
under control with centralized management.
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Part IV

Introducing SAP  
Mobile Solutions

In This Part
▶ Securing it all — beyond device, app, and content management
▶ Using a mobile app development platform
▶ Accessing the SAP Store
▶ Looking at mobile commerce
▶ Reviewing mobile services
▶ Considering the Internet of Things

T 
he unwired revolution isn’t brand new. We’ve been 
moving toward mobility over several years. However, 

the real push to break away from the wired office is relatively 
new — and it’s gaining momentum with the rise of a variety 
of smartphones, tablets, and super-thin, super-light laptop 
computers.

With the rise in personal wireless computer technology has 
come nearly universal wireless access via Wi-Fi and cellular 
networks. More and more places let you access the Internet 
and your corporate network with some kind of mobile tool.

Another new trend that’s growing: the merging of personal 
and business lifestyles through truly personal mobile devices. 
Increasingly, companies are accepting the fact that individual 
employees want to choose which mobile devices they carry 
for their jobs — in general, the same devices they want to use 
to stay in touch with home and family.

Finally, consider the plethora of new and improved busi-
ness and personal software apps keeping us connected, and 
making business more efficient and cost effective.
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That’s where we are today, a place we call Mobile 2.0, and we 
can only expect the trend to continue to grow. On the one 
hand, this situation should be encouraging to businesses, 
because a mobile enterprise has business advantages. On the 
other hand, watching the corporate network move further 
and further away from the office and seeing what may be per-
ceived as a loss of control over connected devices and corpo-
rate data could be challenging.

But that’s why you’re reading this short and to-the-point 
book, right? In this part, we investigate products and prac-
tices that can make the enterprise mobility transition easier 
and more cost effective.

SAP Mobility Solutions
In this book, we feature SAP mobile solutions that offer enter-
prise mobility solutions to an entire company via software 
solutions that support complete, end-to-end processes — 
designed to maximize the benefits of going mobile while man-
aging cost and limiting risk. 

SAP’s support for end-to-end mobile strategy development 
provides a set of innovative solutions that include these areas:

 ✓ SAP Mobile Secure portfolio: SAP Afaria mobile device 
management solution, SAP Mobile Documents solution, 
SAP Enterprise Store offering, and managed mobility

 ✓ Mobile app development platform: SAP Mobile Platform 
and managed mobility

 ✓ Mobile apps: Line of business, industry, analytics, and 
consumer

 ✓ SAP Store: Device and web-based app distribution and 
support

 ✓ Mobile commerce: Mobile banking, consumer payments, 
online banking, and inclusive banking

 ✓ Mobile services: Mobile messaging and interconnect ser-
vices for mobile operators and enterprises

 ✓ Internet of Things: SAP machine-to-machine (M2M) 
 solutions
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First, we describe SAP’s configuration and management sup-
port. Then in the next section we talk about app develop-
ment and deployment. Next we present some of the core SAP 
mobile apps that support a variety of line of business and 
industry sectors.

Later in this part we show you SAP’s approach to M2M, 
mobile commerce, and mobile services support.

SAP Mobile Secure
A successful enterprise mobility management strategy using 
the SAP Mobile Secure portfolio of products allows users to 
securely execute their daily tasks on a smartphone, tablet, 
laptop, or desktop computer, anywhere and anytime. This 
concept of total operational integration means that mobile 
devices and apps can share data with corporate back-end data 
systems. It also means that everyone in the business ecosys-
tem — employees, contractors, vendors, partners, and even 
customers — have potential connections to the corporate 
data. And, all of this connectivity and interoperability must be 
managed in a highly secure way.

 

SAP Afaria, SAP Mobile App Protection by Mocana, SAP 
Mobile Documents, and SAP Enterprise Store are the corner-
stones of SAP Mobile Secure.

Introducing SAP Afaria
SAP Afaria is a mobile device and application management 
solution that resides within a company’s own server farm or 
functions as a hosted application solution by a third-party ser-
vice company — on premise or in the cloud.

SAP Afaria helps ensure that mobile apps and devices are 
configured properly. It lets you securely define and maintain 
remote device attributes, preferences, and settings from a cen-
tral location. Whether you’re deploying personal liable (typi-
cally employee owned) or corporate liable devices, SAP Afaria 
can manage setup and configuration. That means today’s 
BYOD environment is easier to manage, relieving pressure on 
IT and offering a better work-life balance for employees.

As your mobile device inventory fluctuates, you need to know 
what devices are out there, what the status is of each device, 

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



Enterprise Mobility For Dummies, 2nd Edition 40
what applications are installed, and how those apps are being 
used. SAP Afaria can do this for you.

You can remotely configure connection settings, such as 
details about the network service, server addresses, and 
log-on information. You also can set and enforce synchroniza-
tion options for e-mail, calendar, and contact information on 
mobile devices.

 

SAP provides businesses with scalability and compliance. 
“[With SAP Afaria] we have been able to adapt quickly to soft-
ware enhancements and deploy over the air while conforming 
to stringent security requirements placed upon us as a regu-
lated business,” says an application manager with a medium 
enterprise energy and utility company. “The scalability 
enables business processes to morph into mobile solutions 
from SAP seamlessly, reliably, and quickly, enabling customer 
requirements to be met while we deliver a quality solution.”

 

Mobile app management is as important as device manage-
ment and also should be an integral part of any enterprise 
solution.

Keeping software up to date and minimizing interruptions 
for users are important mobility management concepts. SAP 
Afaria can track app versions in the field and update them 
automatically via a cellular connection or during routine user 
Wi-Fi connections to your corporate network.

You can use SAP Afaria in house — do it yourself (DIY) — or 
choose a third-party partner, including SAP, to configure and 
manage Afaria for you.

 

The managed mobility section later in this part discusses 
third-party management solutions.

Your company is a good candidate for in-house management 
if it

 ✓ Is a large company with a significant IT support group in 
place

 ✓ Has significant app development and customization 
resources available

 ✓ Operates within a unique IT and business process  
environment
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In a DIY situation you deploy a management platform such 
as SAP Afaria. You work with SAP experts and your own in-
house IT staff and management to configure the platform and 
establish security and operating strategies. After training and 
testing you deploy the management system and continue its 
operation in house.

For those who prefer to outsource device management, SAP 
Afaria, cloud edition provides enterprises with complete 
SaaS-based mobile device management capabilities with ana-
lytics and reporting to manage the mobile workforce without 
the complexity and expense of an on-premise installation.  
Companies can enjoy enterprise mobility through a subscrip-
tion model with the assurance that all operational aspects, 
from security to upgrades to disaster recovery are handled 
automatically.  SAP Afaria, cloud edition can be deployed in 
under 15 minutes and leverages the strength of the Amazon 
Web Service global cloud.

Introducing SAP Mobile App Protection by Mocana
Mobile app security is an important aspect of mobile app 
management, enabling fine-grained security policies to be 
added at the app level. This makes it easy to separate app 
security from app development.

SAP Mobile App Protection by Mocana helps organizations 
accelerate mobile initiatives and address the requirement 
of securing apps on unmanaged devices by automating app 
security. Enterprises can add security to individual enterprise 
apps in seconds — without any coding, SDK integration, or 
development. It wraps security policies into the binary of the 
mobile enterprise app.

SAP Mobile App Protection supports both iOS and Android 
and does not require the device to be managed. It puts IT in 
control of app security policy, whether that app is distributed 
to an employee or a customer.

SAP Mobile App Protection applies a management layer to a 
mobile app without requiring any changes to the underlying 
app. It allows an administrator to take an internal or third 
party app, associate extra security and management features 
with it, and re-deploy it as a single containerized program.

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



Enterprise Mobility For Dummies, 2nd Edition 42
This technique, known as App wrapping, quickly allows an 
administrator to set specific policy elements that can be 
applied to an application or group of applications. Policy ele-
ments can include:

 ✓ User Authentication

 ✓ Secure Data Transfer between wrapped applications

 ✓ Data-At-Rest encryption including FIPS 140-2

 ✓ Jailbreak/Rooting detection

 ✓ Per-App VPN data tunnel (which is different than a device 
wide VPN tunnel)

 ✓ Cut/Copy/Paste controls

Reviewing SAP Mobile Documents
Mobile content management is an increasingly important 
part of a mobile enterprise. Ubiquitous mobile devices make 
it extremely easy for workers to move business files onto a 
mobile platform so they can work at home, on the road, or 
at client sites. On the other hand, this BYOD trend can turn 
document tracking and security into a nightmare.

One reason for the security problems with mobile documents 
is the way we are accustomed to downloading them: use a 
third party consumer grade tool that doesn’t meet corporate 
security standards, email to a personal account, or sync via 
iTunes. The SAP Mobile Documents tools facilitate file trans-
fer, but with a layer of tracking and security that can help 
your IT group sleep a little more soundly.

SAP Mobile Documents offers identity-based access, security 
controls, encryption of content, and the ability to separate 
business documents from personal documents. That makes IT 
happy.

SAP Mobile Documents addresses users’ needs too, by let-
ting them access files while they are online or offline, present 
documents to customers or partners, share documents with 
team members and business partners, and store content in 
the cloud or on premise.

 

Your employees already are downloading corporate docu-
ments to their mobile devices, using whatever means they can 
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figure out. Offer them a workable solution you can manage, 
and you’ve improved worker efficiency without compromising 
corporate security.

Promulgating a policy alone to manage mobile content won’t 
work; neither will a solution that pushes employees too far 
from operational habits or reasonable convenience. SAP 
Mobile Documents secures content and aids in distribution 
and updates, but doesn’t impede normal workflow.

Securely managing extended 
 ecosystem and partner mobility
SAP also continues to innovate with the release of a mobile 
app management product called SAP Enterprise Store. This 
product is a white labeled corporate enterprise app store 
offered as a hosted HTML 5-based solution. SAP Enterprise 
Store provides a rich catalogue experience for discovery and 
consumption of a wide variety of digital content including 
mobile apps. It allows customers to connect their entire busi-
ness network of employees, partners, vendors, and customers 
without worrying about managed or unmanaged devices.

Reviewing Mobile Services  
and Apps

You have two choices when it comes to designing and imple-
menting enterprise mobile management:

 ✓ Do it yourself with a tool such as SAP Afaria.

 ✓ Contract with a third party to configure and manage 
everything for you.

 

Refer to our discussion of SAP’s DIY solution, SAP Afaria and 
SAP Mobile Platform.

In this section we present an overview of SAP’s managed 
mobility solution.

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



Enterprise Mobility For Dummies, 2nd Edition 44

Looking at Managed Mobility
With the rapid move to mobility most companies are experi-
encing today, many are finding that a managed mobility solu-
tion is the right choice. SAP and SAP partners, for example, 
can set up its management system for you, help you configure 
the system, and keep things running smoothly.

 

Managed mobility through an outside source or mobility as a 
service (known as MaaS), can offer several advantages over 
doing it yourself. Programming, configuration, and ongoing 
management of an in-house system require time and atten-
tion from your IT staff and significant capital expenditure. For 
many companies, managed mobility offers cost savings and 
extended services, such as

 ✓ Focusing IT resources on the core business and prevent-
ing new head count to address mobility initiatives

 ✓ Lowering help-desk issues related to mobile device sup-
port through self-service portals

 ✓ Providing ongoing cost control, needs assessment, and 
deployment support through global support

 ✓ Optimizing telecom expenditures and renegotiating car-
rier contracts when necessary

 

One managed mobility service provider recently deployed 
a password update mechanism that automatically updates 
the user’s password on the mobile device when it has been 
changed on the user’s computer. Customers have reported a 
30 percent reduction of service-desk calls as a result.

Managed mobility services usually provide help-desk support 
and expense tracking and management, as well as the mobility 
management you expect:

 ✓ Procurement: Selects and purchases devices and carrier 
voice/data plans based on workgroup needs

 ✓ Management: Identifies what apps and software are 
allowed on devices, pushes software and apps to 
devices, creates policies across devices or for individual 
users, and implements mobile policies

 ✓ Apps: Deploys new apps, enhances existing apps, and 
supports mobile business processes and desktop  
applications
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 ✓ Security: Enforces PIN code access, sets lock/wipe poli-

cies, encrypts devices and data cards, delivers firewall 
and antivirus capabilities to devices, and introduces 
mobile virtual private networks (VPNs)

In addition to potential cost savings, a managed mobility solu-
tion can help you get control of your mobile devices more 
quickly. An experienced management company has gone 
through all of these steps before and has the required hard-
ware and software up and running already.

 

Your company may be a good candidate for hosted mobility 
management if it is

 ✓ Small or midsize and you feel the price of a mobile plat-
form is too high

 ✓ Lacking full in-house IT resources and app development 
capabilities

One possibility also is a hybrid solution: Work with a manage-
ment provider to design and set up your management solu-
tion, run it, and tweak it for a time, and then move everything 
in house.

Using SAP Mobile Platform
As with EMM, app development can be an in-house process 
or you can purchase apps from SAP and the SAP ecosystem 
and partners and customize them for your specific needs. SAP 
supports both processes with its MADP, SAP Mobile Platform.

There are a couple of options for DIY mobile app development:

 ✓ Start from scratch and do it all piecemeal

 ✓ Adopt an MADP for managed custom development

 

In today’s fast-paced, multi-platform mobile environment the 
from scratch approach doesn’t carry much weight. Take that 
route if you must, but we don’t recommend it. Enough said 
about that.

We look at SAP Mobile Platform first, then review current 
mobile app offerings.
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The goal of a mobile platform is to support business apps 
that look and feel as if they were designed specifically for 
whatever device a worker wants to use. It must also be flex-
ible enough to support a corporate BYOD strategy — able to 
support device and app management across a broad range of 
devices.

Figure 4-1 compares app development with and without MADP 
support. As you can see, the platform approach streamlines the 
whole process of developing and updating mobile apps.

Figure 4-1: Application-centric development vs. mobile platform development

SAP Mobile Platform is the industry leading mobile app devel-
opment platform; it includes

 ✓ Enterprise and consumer apps: Build native, hybrid, 
metadata driven, and SMS apps that run on all mobile 
devices for enterprise and consumer use. Additionally, 
write and maintain cross-platform, online/offline meta-
data-driven (MDD) apps without having to write code.

 ✓ Open tooling and standards support: Support for BYOT 
(bring your own tools) enabling all mobile developers 
to use their existing/preferred IDEs and tool chains and 
access platform services with open and industry stan-
dard protocols.

 ✓ Advanced app capabilities: Build apps with robust 
online/offline synchronization, and cutting edge capabili-
ties including live 3D visualization, augmented reality 
and panorama views (with third-party SDKs), device 
hardware/sensor integration, and access to the power-
ful SAP HANA platform for lightning fast analytics on Big 
Data sets.
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 ✓ Enterprise-grade authentication, security, and scalabil-

ity: Safeguard corporate and customer data with support 
for multiple authentication methods, data encryption  
(in motion and at rest), and app wrapping all on a single, 
horizontally scalable solution.

SAP Mobile Platform delivers greater visibility into and control 
of a range of functionality, including centralized administra-
tion, authentication, app onboarding, logging, database con-
nectivity, and app feature usage transparency.

Because the platform handles security controls, data access, 
and synchronization, you can focus on building enterprise-grade 
apps that add value. Automatic updates from enterprise infor-
mation resources connect directly to end-user devices, with no 
effort required from business users or administrators.

And, the developer center supported by SAP and SAP 
Community Network facilitates collaboration. You can join the 
mobile apps partner program and sell your apps in the SAP 
Store.

With SAP Mobile Platform, you can design, develop, and 
deploy mobile apps. Prepackaged solutions and a flexible 
integrated development environment enable you to deliver 
mobile apps today while you expand your mobile strategy. 
The platform is available in cloud and on-premise versions, 
and the open environment supports a range of development 
tools and devices. The architecture works with SAP and non-
SAP back-end software and is supported by the SAP ecosys-
tem and partners.

Reviewing SAP Mobile Apps
Whatever mobile devices you have in place, whatever plan-
ning you have done and regardless of how much time and 
money you have invested, your mobile platform is only as 
good as the apps running on it. The consumer app market has 
shown us the future and has given us a template for develop-
ing functional, dependable, and user-friendly apps.

SAP has identified four classes of mobile apps and together 
with their ecosystem and partners they have developed and 
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are developing programs to fit these areas. In this section we 
identify some specific apps and summarize their functions.

Line of business apps
Empower your people with mobile apps that help them thrive 
in an always-on business world. SAP offers a wide range of 
mobile apps that help boost efficiency and productivity — 
making it easy for employees throughout your organization to 
accomplish daily tasks from their smartphones or tablets:

 ✓ Mobile apps for finance: Make faster, more informed 
financial decisions, eliminate approval bottlenecks, and 
extend core processes to your mobile device.

 ✓ Mobile apps for human resources: Perform a wide range 
of HR activities in real time — including candidate inter-
views, leave requests, corporate metrics, and more — all 
on a mobile device.

 ✓ Mobile apps for IT: Make your IT workforce mobile to 
maximize staff responsiveness, cut costs, and take ser-
vice management to the next level.

 ✓ Mobile apps for manufacturing: Keep your manufactur-
ing operations performing at peak efficiency and respon-
siveness, whether you have one plant or many.

 ✓ Mobile apps for marketing: Engage with customers 1:1, 
in the moment, to deepen customer relationships, drive 
transactions, and boost loyalty.

 ✓ Mobile apps for procurement: Create and approve shop-
ping carts directly from your mobile device, and reduce 
the time from requisition to purchase.

 ✓ Mobile apps for sales: Get anytime, anywhere access to 
key sales data, improve customer and prospect interac-
tions, and close more deals — faster.

 ✓ Mobile apps for service: Give your field engineers easy 
mobile access to critical resources and information at 
the point of service — for greater customer satisfaction.

 ✓ Mobile apps for supply chain: Enable mobile and syn-
chronized planning, distribution, transportation, and 
logistics — for always-on 24/7 operations.
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Industry-specific apps
SAP and its ecosystem and partners are providing mobile 
apps that support specific industries. Below is just a sample 
of apps:

 ✓ Mobile solutions for banking include a range of line of 
business and analytical apps targeted to the banking 
industry that take your branch to your customers any-
time and anywhere.

 ✓ Mobile solutions for chemicals include apps for line of 
business, analytics, inventory, and CRM. The SAP 3D 
Visual Enterprise applications open 3D visual enterprise 
data and animations to mobile device users. The SAP 
CRM Service Manager mobile app supports field techni-
cians in their customer service work.

 ✓ Mobile solutions for oil and gas include line of business, 
analytics, and the SAP 3D Visual Enterprise Viewer mobile 
app, as well as the SAP Inventory Manager and SAP Work 
Manager mobile apps for work-order automation.

 ✓ Mobile solutions for retail include a broad-based suite of 
apps for retail businesses. Line-of-business and analytics 
apps are included, of course, but there also are apps for 
in-store product lookup, on-shelf availability and cus-
tomer loyalty, among other features.

  ✓ Mobile solutions for utilities include apps similar to the 
retail apps, but targeted toward utilities. Customer engage-
ment, inventory, service manager, and work manager apps 
join the usual analytics and lines of business modules.

Mobile analytics apps
In today’s highly mobile workforce, the need for timely busi-
ness intelligence does not end when people leave the office. 
Mobile analytics apps support on-the-go business research 
and tracking, allowing users to get analysis and critical alerts, 
make more informed decisions faster, and take action on deci-
sions from anywhere.

SAP mobile analytics apps provide graphed and charted busi-
ness intelligence (BI) to mobile devices via access to SAP 
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BusinessObjects solutions. Apps for strategy management, policy 
management, and employee access approval also are available.

 

With on-the-go analytical apps your key employees and manag-
ers have their fingers on the pulse of your company minute-by-
minute. Employee goals, performance improvement, customer 
preferences, and sales trends — all are available from your 
mobile devices with SAP mobile analytics apps.

Mobile consumer apps
SAP’s mobile consumer apps let organizations engage and 
interact with mobile consumers through loyalty programs, 
personalized shopping experiences, patient care, mobile 
banking, and more.

 ✓ Mobile commerce solutions include banking and con-
sumer payment apps. Consumers use these apps to 
manage finances, check bank balances, or schedule and 
make payments from their mobile devices. 

 ✓ SAP Precision Marketing is a cloud-based solution that 
delivers targeted, one-to-one offers and product recom-
mendations to consumers in real time. It combines con-
sumer data from back-end systems, real-time data about 
their current context, and data about stock levels and 
promotions to continuously optimize results. 

 ✓ Loyalty management helps enhance customer expe-
riences with targeted, multichannel mobile loyalty 
programs that convert points and rewards into lasting 
loyalty and advocacy.

 ✓ SAP Mobile Banking is a targeted banking solution that 
lets customers manage finances over a mobile device.

Accessing the SAP Store
Discover, evaluate, and purchase the latest mobile apps from 
SAP and SAP-certified partners in the SAP Store. Whether 
you’re looking for industry-specific apps, line of business apps, 
consumer apps, or mobile device management to keep it all 
secure, you probably can find what you need at the SAP Store.
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The online SAP Store (store.sap.com) serves as a front 
end to the normal app download sites for specific platforms 
(Apple App Store and Google Play, for example). Securing 
apps through the SAP Store helps you focus on business and 
industry apps without having to wade through the thousands 
of non-business apps. In addition, SAP includes help files, dis-
cussions, and videos to help you decide which apps you need.

 

You can also use the SAP Store within your own enterprise to 
facilitate employee software acquisition and updates, and to 
provide your customers apps they need to access your prod-
ucts, services, and information. You can post existing apps 
and ones you develop or modify in house.

Viewing and Downloading  
SAP Store Apps
The best way to access the SAP Store is to download the SAP 
Mobile Apps app for your mobile device. Store apps are avail-
able for Apple iOS and Android devices from the Apple Apps 
Store and Google Play. Go to the appropriate app store for 
your device and search for SAP. The SAP Mobile Apps app 
should be the first one you see in this list.

 

Find out more about SAP mobile apps via Facebook at  
facebook.com/SAPStore. Go there any time, but on 
Mondays SAP presents featured apps with descriptions and 
implementation hints.

After you have downloaded the app, launch it and accept the 
terms displayed on the first screen. You will be directed to 
the SAP Store. From there you can review featured apps, or 
search for specific solutions by application area, by provider, 
by date, or by app name or description.

You can download and test apps before you have to make a 
purchase decision.

Looking at Mobile Commerce
SAP mobile commerce solutions help you enable mobile self- 
service, payments, purchases, and banking.
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Cut costs, create new revenue opportunities, and strengthen 
loyalty by giving customers the option to pay, buy, bank, and 
remit money from their mobile devices. SAP’s highly-adaptable 
mobile commerce solutions for telecoms, banks, retail busi-
nesses, utilities, and consumer products companies can help 
you introduce a standard, user-friendly mobile transaction 
channel that supports anywhere, anytime commerce services.

 ✓ SAP Mobile Banking solution: Give your customers the 
convenience of managing their finances over a mobile 
device — from making payments to checking account 
balances to transferring funds.

 ✓ SAP Online Business Banking and SAP Online Retail 
Banking solutions: Improve customer self-service with a 
complete, user-friendly online banking solution for your 
retail and corporate clients.

 ✓ SAP Mobile Consumer Payments solution: Introduce 
flexible mobile payment options to consumers — such 
as micropayments, bill pay, and top-ups — with this 
innovative, complete solution.

 ✓ SAP Mobile Inclusive Banking solution: Offer mobile 
banking services that reach and engage new customer 
segments — including the unbanked and underbanked.

Considering mobility consulting
If you’re starting from scratch designing your mobile strategy, 
or you’ve reached an impasse in your thinking and design, 
consider engaging an outside consultant. Conceptually, 
mobile management is pretty straightforward; actually 
 designing and implementing a strategy and all the policies, 
hardware, and software that entails can be daunting.

SAP’s enterprise mobility consulting services can help. You 
may use these services to:

 ✓ Determine how mobile technology will impact your 
 organization

 ✓ Identify relevant scenarios for deploying mobile software 
solutions

 ✓ Design a clear mobile strategy and prepare for implemen-
tation and development
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 ✓ Develop user-centric mobile apps that meet your unique 

business needs

 ✓ Educate and train your staff to accelerate user adoption 
and maximize productivity

In addition, you can engage experts from SAP Mobility Design 
Center to help you design, build, and implement custom 
mobile apps for your enterprise or for your customers.

SAP Mobile Services
Remember when we used to talk about the phone company? 
Hard to believe that’s the way telecommunications used to 
be: one company, limited service. Today, mobile technology 
has opened a new world of providers and services that go far 
beyond telephone communications.

But think about it . . . the network and intelligent devices are 
only part of the story. The real message concerns what can 
people and businesses do with all this. That’s where SAP comes 
in again, with a range of mobile services to help mobile opera-
tors and enterprises to better connect with their customers.

Operator services include the following:

 ✓ SAP SMS 365 mobile service enables operators to reach 
more than 980 networks worldwide for SMS interconnect, 
through traditional hubbing and next generation SAP 
Intelligent Hubbing 365 mobile service.

 ✓ SAP IPX 365 mobile service provides support for a full 
suite of essential operator services including voice inter-
connect, global roaming, and more through SAP’s private 
IP platform.

 ✓ SAP MMX 365 mobile service supports national and cross-
border multimedia messaging service interoperability.

 ✓ SAP Rich Communication Services 365 mobile service 
enables mobile operators to quickly launch the latest 
RCS services for consumers without the need for upfront 
investment. 

On the enterprise side, SAP services include the following:

 ✓ SAP SMS 365 mobile service, enterprise service, sup-
ports connectivity with consumers around the world.
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 ✓ SAP Push 365 mobile service offers targeted, context-

aware push notifications and rich, Web-based content 
delivered directly from your app to their mobile home 
screens.

 ✓ Customer engagement services let you engage custom-
ers anytime, anywhere — via their mobile phones — to 
drive brand awareness, sales, loyalty programs, and cus-
tomer insight.

 ✓ SAP MMS 365 mobile service, enterprise service, deliv-
ers rich, engaging content to consumers with multimedia 
messaging service.

Considering the Internet  
of Things

Your enterprise consists of people . . . and things. Your 
network is a network of things, and there are more things 
connected to the Internet than people on Earth. And these 
machine things — large and small, smart and only moderately 
clever — are helping to drive business around the world.

Machine-to-machine technology (M2M) includes remote 
sensing, monitoring and actuating devices all connected and 
enabled by sometimes amazing communication technology. 
Increasingly these devices support existing business opera-
tions and technology, and they are spawning new products 
and services.

 

Intelligent vending machines talk directly to your mobile 
device for personal and billing information. Once you’ve made 
your purchase, the machine’s inventory is sent back to the 
company in real time.

 

That’s the good news. The bad news is that all this stuff has to 
be understood, managed, and controlled. But the good news 
(again) is that the mobile gurus at SAP are forward-looking 
folk who have some M2M management solutions for us.

SAP’s Internet of Things M2M solutions monitor and manage 
your far-flung network of intelligent things, providing the data 
and control you need. These solutions build on a variety of 
SAP mobility tools to turn untapped real-time data into intel-
ligence that unleashes new business and interaction models.
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Part V

Gazing into the Mobility 
Crystal Ball

In This Part
▶ Seeing how cloud services will grow
▶ Identifying how interaction with devices will increase
▶ Blurring the line between work and pleasure
▶ Living a wireless life

A 
s the great sage Yogi Berra may or may not have said, 
it’s tough to make predictions, especially about the 

future. To which we say that it’s even harder if you plan on 
being correct. It’s so easy to be wrong, especially where your 
predictions involve technology.

So, why are we brave enough — or foolish enough — to 
presume that we can do any better? We’re being very con-
servative, for one thing. Besides, some of the near future of 
enterprise mobility is so obvious, we hope it’s hard to be 
wrong.

Staring at Clouds
We feel pretty comfortable in making a prediction when we 
look to the clouds. Mobile devices already use cloud ser-
vices for data management and app delivery — and they will 
increasingly do so.

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



Enterprise Mobility For Dummies, 2nd Edition 56

 

Cloud computing is computing as a service, or software 
as a service (known as SaaS), instead of a product. Shared 
resources, applications, and data are offered like a utility 
over a network. The cloud also refers to remote storage you 
can use for backup and to provide easy access to data via the 
Internet or private global network.

In the past, cloud computing has been limited by bandwidth 
constraints, universal availability of network connections, 
mobile device size and power, and security.

 

Corporate servers on private networks can support a cloud 
environment by hosting applications and data storage for 
mobile users. A computer cloud reduces application and data 
repetition, lowers costs, and facilitates updates and user man-
agement.

These issues are behind us. Security hardware and software 
are making the cloud safe and secure. User familiarity and 
better user interfaces are making life easier for us humans.

The future is how the cloud will be used. The cloud already is 
more than a place to store shared data. It serves up applica-
tions and is the locus for sensor and monitor data, creating an 
Internet of Things.

Look for rapid growth in machine-to-machine (M2M) con-
nections, new services and even hardware and technology 
advances pushed by M2M. In the early days of networking 
we saw major technology advances fueled by computer-to-
computer connectivity. As more and different kinds of devices 
hook up, the same result will happen — in a big way!

Predicting Technology
Among the elements that have fueled the current mobility 
trend of device diversity are device size, increased power, and 
better user interfaces. In the not-too-distant computer past, 
more functionality and power often meant devices that were 
harder to use. Today the trend is going the other way.

Better user interfaces — intuitive screens, some standardiza-
tion in operating system functionality, user-friendly features 
such as gesture navigation and voice recognition that actually 
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works — are contributing to user acceptance and heavier indi-
vidual usage. In other words, we’re spending more time inter-
acting with our mobile devices as they get more powerful and 
easier to use.

 

In 1965, Intel co-founder Gordon Moore postulated what has 
become Moore’s Law. Moore first predicted that the number 
of transistors on a single chip would double every year. In 
1975, he modified his prediction to a doubling every two 
years — and the industry has kept up this pace ever since. 
Competition, improvements in ancillary technology, and 
consumer demand are driving technology industries to keep 
making everything smaller, cheaper, and more powerful.

We’ve been working with computers nearly 40 years, and for 
most of that time, designers have been touting voice recogni-
tion capabilities of their computers. The first voice recogni-
tion technologies required dual computers (two computers 
linked backbone-to-backbone to share CPU power). The sys-
tems had to be “trained” to recognize individual voices — and 
even after all that trouble, they didn’t work well.

Today, though, a tiny smartphone can dial a number you tell 
it to. You can (or have to) navigate complex spoken decision 
trees on customer support systems to (sometimes) get to the 
right department. You can ask your smartphone or tablet a 
question in plain language and (usually) get the answer you 
seek. You can send and receive text messages driving down 
the road without touching your phone.

We predict that the foreseeable future will bring even better 
voice recognition technology, which we’ll use increasingly for 
corporate interface, data navigation, and information delivery.

In short, the trend toward more use and deeper device pen-
etration into all aspects of our lives will continue, driven, in 
part, by better user interfaces.

Merging Lifestyles
Throughout this book, we note that the number and types of 
mobile devices are growing in the corporate environment. 
Today an estimated 75 percent of the workforce is mobile 
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enabled. Increasingly workers use their own devices instead 
of ones the company provides.

 

The iPass Q1 2013 Mobile Workforce Report notes that the 
average number of mobile devices mobile workers carry has 
dropped from 3.5 in 2012 to 2.95. BYOD policies are likely 
responsible, the report says, as bulky laptops give way to 
smartphones and tablets, and personal phones have replaced 
corporate devices.

By most studies, well over half the people you deal with in the 
developed world have a mobile phone, tablet, or slim, trim 
computer on their person or nearby. And Wi-Fi access is more 
universal. A recent study from Informa shows that over half of 
mobile workers reporting have 11 hours or more daily access. 
The same study from Informa predicts the number of global 
public Wi-Fi hotspots will triple by 2015 to 5.8 million.

This growing penetration will drive even more business 
systems that enable, control, and manage mobile interac-
tion with the corporate enterprise. That means increased 
consumer-to- corporate interaction as well. Mobile-enabled 
companies, more than ever before, need to understand and 
support increased consumer demand for mobile interaction 
and support.

Increasingly we’ll see the line between business and personal 
use get even thinner, and we’ll enjoy smarter devices and 
rapid growth in M2M technology.

The Internet of Things is one of the next, big growth areas of 
our mobile life.

The primary reason more people aren’t already using their 
mobile devices for business is that their companies won’t 
allow it or haven’t figured out how to manage it. Of course, 
some workers will always consciously separate their business 
and personal lives, and some jobs don’t require contact with 
or data from the company outside the workplace.

Market researcher Flurry confirmed recently that U.S. con-
sumers spend more time on mobile apps than they do on 
the web — a steady trend for over a year. And the 2013 iPass 
Mobile Workforce Report says that “BYOD implementation is 
catching up with demand.” The report notes that 72 percent 
of workers believe their personal devices should be enabled 
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for business use, and 62 percent of workers already are using 
their personal smartphones for work.

Broader distribution of management systems, understanding 
and acceptance among business owners and managers of inevi-
table lifestyle merging, and improvements in mobile security 
and management will continue the mobile workforce expansion.

This same trend has driven direct consumer access to corpo-
rate product experts and sales personnel, which in turn fuels 
more mobile-based product purchasing. Employee mobility 
and consumer mobility are joint developments — one drives 
the other — so consumer and employee mobility will rise rap-
idly in the near future.

Stepping over the Line
Here’s one more future prediction — the only one in this part 
that may be a bit of a reach (but only a bit).

Network access via the Internet, or something like the 
Internet, will become globally universal, virtually everywhere. 
The advent of small and relatively inexpensive Wi-Fi repeat-
ers already is spreading access into buildings and homes and 
on public streets that have been shaded from cellular signals. 
Multiuse devices let you use cellular or Wi-Fi connections for 
data access, and some mobile phones can use Wi-Fi for voice.

This trend will continue, so the connection type will become 
seamless and inconsequential. Increasingly the smart device 
you carry for business or personal use will be able to connect 
itself to other devices for data sharing or automatic com-
merce, expanding the Internet of Things.

Moreover, new low-orbit satellites will offer Internet access 
just about anywhere on Earth. Large companies likely will be 
able to purchase bandwidth on these birds for private, global 
network coverage as well. And new mobile devices will let us 
grab these signals for voice and data work anywhere, anytime.

 

For this handheld-satellite-Internet access prediction to come 
true, we’ll need new mobile satellite technology: smaller 
and lighter with built-in antennae. A bit of a stretch, but not 
 impossible!
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One thing is sure: Business mobility is already and will con-
tinue to be an important aspect of doing business. And suc-
cess in enterprise mobility requires corporate flexibility and 
planning, as well as the understanding and use of mobility 
management tools. If you haven’t already, start getting the 
right tools and technology in place so you can make the most 
of the advantages that a mobile workforce affords.
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Part VI

The Part of Tens
In This Part
▶ Managing a mobile enterprise one step at a time
▶ Breaking down your goal into manageable steps
▶ Working your plan

H 
umans can make almost any situation complicated. 

Want to raise bees? You can take advanced beekeeping 
courses, consult agricultural handbooks, and yes, even read 
Beekeeping For Dummies. You can spend thousands of dol-
lars and hundreds of hours just getting ready for your first 
hive. Yet in the wild, these complex and fascinating creatures 
live quite happily in a hollow tree without any human help or 
intervention. The lesson for the advanced apiculturist? Start 
simply, and then as you learn the territory, move into more-
complex beekeeping strategies.

Want to manage a complex mobile enterprise? Stop and think 
before you dive in. The mobile enterprise probably already 
exists as an organic and unmanaged entity — an electronic 
beehive in a hollow tree, if you will. Making sense of a mobile 
enterprise can be a complex and potentially expensive propo-
sition, but the rewards in terms of security, productivity, and 
return on investment can be great. But, just as with a beehive, 
you don’t have to do everything at once. Set a goal, take one 
step at a time, and you can get it done.

In this part, we present ten concepts to help you focus on 
your goal without getting bogged down in complexities.
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Analyze and Plan
Any journey is easier if you know the destination and have 
a map to get there. To start the analysis, you can consider a 
number of questions that help you get a broad view of the scope 
for mobile:

 ✓ Who are the intended users of the app (employees, con-
tractors, partners, or customers)?

 ✓ What are the use cases you are planning to take mobile 
(CRM sales, fieldwork, inventory management, mobile 
storefront with mCommerce, customer self-help, or 
HR-type requests or approvals)?

 ✓ What roles do your employee users have (management, 
fieldwork, finance, and so on)?

 ✓ How many users of each type will there be?

 ✓ Will you support corporate-owned devices only or allow 
for bring your own device (BYOD)?

 ✓ What device types must be supported by operating 
system (iOS, Android, Windows 8, Windows Phone 8, 
or BlackBerry)?

 ✓ What back-end systems will be accessed via the mobile 
apps?

When you have at least this much information, you can iden-
tify the main mobile use cases you want to support, high-level 
requirements for the apps, and the types of apps you will 
need to implement (for example, native, hybrid, mobile web, 
and so on). You must expect to revisit the mobile strategy as 
you gain experience with the first few app deliveries and get a 
better idea of what is needed and what is not.

Engaging the entire organization is critical to successful adop-
tion. Discuss an initial draft of the plan with all stakeholders 
and collect their inputs. That way they feel part ownership and 
will also be eager to help test the initial versions of the apps. 

A common mistake companies make is trying to do too much 
in the first version of an app. A good approach is to identify a 
complete set of functionalities (a target state for the app), and 
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then narrow that down to a minimum viable project scope for 
the first release. This tactic allows you to get a first delivery 
much quicker, and then go through multiple interactions as 
you collect feedback from users on what the developers built 
and plan the next release. The simplicity of mobile app distri-
bution has allowed agile development methodologies (usually 
one-month-long cycles with a functional app at the end of 
each cycle) to become the standard for mobile development.

Adopt Diverse Technologies
Decide early in your planning to support a diverse mobile 
environment. From your initial mobility survey (see the pre-
ceding section), you’ll know which devices your employees 
are using, and you’ll have a good grasp on consumer needs. 
Research the industry to help predict which operating sys-
tems you’re likely to encounter in the next two or three years.

 

Industry data predicts a rising trend of user-provided mobile 
devices in your enterprise (BYOD). Employees desire indi-
vidualized mobile technology selection. And the hard truth is, 
you have no control over the mobile technologies consumers 
will use anyway. If you support diverse needs, productivity 
and employee satisfaction will rise, and customer mobile par-
ticipation will be easier to develop.

Keep a flexible attitude. Don’t make major changes too 
quickly. You must understand your internal needs and how 
corporate policies can best support the mobile habits of con-
sumers at all levels.

Segment Your Workforce
As part of your analytical process, segment your work-
force into logical groups based upon their various mobil-
ity needs. Each group requires different levels of access to 
corporate data and applications, and security needs vary. 
Understanding these variations helps you design the right 
system corporate-wide.
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Develop Mobility Policies
After you’ve analyzed your workplace and developed a plan, 
tell everyone what you’ve discovered and where you’re 
going. Getting everyone on board with any changes in poli-
cies and practices up front eases the transition to a managed 
 environment.

Write a short document that describes your plan for imple-
menting mobility management, details employee require-
ments or restrictions you’ll impose, and points out the 
benefits of moving to a management system.

Don’t forget to promote your new policies and (hopefully) 
more capabilities to the outside world. Your consumers and 
potential consumers need to know how they can use their 
own mobility to access company and product information, 
interact with employees, and make purchases.

Empower Employees and 
Consumers through Apps

In addition to publishing details on your management plan 
and the transition process, schedule departmental training 
for everyone affected by the move. Thankfully, modern apps 
require little or no training. However, put corporate poli-
cies and procedures in place in a formal, instructive manner 
to ensure that all employees understand them. Involve key 
employees in developing apps and procedures that support 
consumer access and make sure everyone understands how 
consumer mobile access benefits the company and possibly 
changes internal procedures.

 

You get better compliance and help maintain worker satisfac-
tion if you include everyone in creating any new policy or 
changing any policy implementation. Solicit feedback during 
policy development and conduct a well-planned information 
campaign to disseminate the plan.

Where possible, conduct training sessions in person with the 
affected stakeholders in the room with the trainer. If your 
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mobile workforce is too scattered to meet in one location, 
set up a web-based conference that allows participants to 
interact with the trainer.

Again, you want and need stakeholder involvement and buy-in 
for any corporate policy or procedure changes to help make 
the transition smoother.

 

However you feel about today’s public fascination with con-
sumer apps such as Angry Birds, much of your employee pop-
ulation likely already uses app stores and similar sites. You 
may want to consider designing a private corporate site that 
operates similarly for employee use. The SAP Store is a good 
model for this, and SAP professionals can help you set it up.

Develop Aggressive Security
Make security design and implementation your first step in 
establishing mobility management. You don’t want to start 
deploying apps and opening access to corporate data (with 
the possibility of data migration onto mobile devices) with-
out security already in place. At a minimum, mobile security 
should include deploying an enterprise mobility management 
solution such as SAP Afaria to enforce passcodes, encrypt the 
device, find or remotely lock/wipe a lost device and that also 
simplifies the distribution of apps on devices. Additional steps 
can be taken to secure content including a mobile content 
management solution like SAP Mobile Documents (to securely 
share synchronized files with a desktop/laptop) and applica-
tion wrapping (which creates a secure container around an app 
that can enforce additional security policies such as specified 
VPNs to use, copy and paste permissions, and the like).

 

With a billion smartphone and tablet users worldwide, mobile 
security is becoming a global issue as well, notes the State 
of Mobile Security 2012 report from Lookout Mobile Security. 
Toll fraud is the leading threat, Lookout says, with millions 
of people affected and millions of dollars stolen over the past 
year. Perhaps of even more concern, the study finds that mal-
ware and distribution mechanisms are becoming more sophis-
ticated, and therefore harder to counter.
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Consider Cloud Options to Lower 
Total Cost of Operation

You don’t have to do everything yourself. Start early working 
with a mobile solutions provider such as SAP. Also, consider 
contracting for hosted mobility management as an alternative 
to doing it yourself.

Hosting companies can manage the hardware and software 
required, help you design the system, work with you during 
the transition, and most likely save you money (compared to 
an in-house system).

Cloud-based storage, services, app development, and system 
monitoring and reporting can provide secure, cost-effective 
mobility management.

Adopt Platform App Development 
and Management

App development and management can be one of the more 
costly and most difficult aspects of mobile management. If you 
decide early to accept a diverse mobile environment, then an 
app development and delivery platform should be part of your 
planning.

Platform app management lets you develop mobile program 
logic once, and then translate it and deploy it to  multiple 
devices.

Choose Enterprise Mobility 
Solutions Carefully

Review and revise your system analysis and road map. Work 
with vendors to learn about product features. Ask any pro-
spective provider for customer references — and talk with 
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them about their experience with the vendor. Ask prospective 
vendors to review your existing mobility structure and dis-
cuss in detail their plan for managing your enterprise.

Ask vendors to provide a long-term total cost for operating 
the system they design — including upfront hardware and 
software costs, consulting fees, monthly maintenance, and 
any other ongoing operational costs. Many vendors have esti-
mates reaching out three years, which is a reasonable time 
frame in a fast-changing environment.

 

Accurate predictions on future operating costs of any system 
depend on accurate data. Be sure you know — as much as 
possible — the precise structure of your current mobility 
enterprise. Then work with your departmental managers and 
key employees, research industry trends, and solicit outside 
input to help you predict growth.

Look to the Future
New technology and changing lifestyles already are changing 
the course of enterprise mobility. When you have a handle 
on managing your current mobile enterprise, chances are 
that more of your current employees will get onboard fairly 
quickly. And you need to plan for future employee growth and 
expanding app needs.

Look to industry data and tap your solution provider’s 
expertise to help you plan for rising technology changes 
and employee usage trends.
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Let the transformation begin at sap.com/mobile

SAP has the answers you need.
Provide your customers, employees, and suppliers access to 
appropriate data when and where they need it with comprehensive, 
end-to-end mobile solutions. Learn more about the far-reaching 
state of mobile and how it can help transform your business,  
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Mobile Strategy
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apps

distribute apps

manage 
devices
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manage 
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secure
content

enable 
transactions

Learn how to build a winning mobile strategy  
at sap.com/mobile

SAP has solutions for all aspects of your  
mobile strategy.
Odds are your employees don’t just need to go mobile, they’re 
already there. But is it increasing their productivity? Can they 
access information they need? Are the devices they’re using 
secure? Mobile has the potential to transform your enterprise.  
To make it happen, you need a comprehensive mobile strategy.  
You need SAP.

A winning mobile strategy begins  
with a game plan.
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